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Abstract
In systems in which many heterogeneous agents operate autonomously, with competing goals and without a centralized
planner or global information repository, safety and performance can only be guaranteed by “social” rules imposed on
the behavior of individual agents. Social laws are structured in a way that they can be verified just by using local
information made available to an agent by a small number of its neighbors. Automobile mobility with traffic rules and
logistics robots in warehouses are canonical examples of such “regulated autonomy”, but many other fairly-competing
autonomous systems are to be expected shortly. In these systems, detecting whether an agent is not abiding by the
rules is crucial for raising an alert and taking appropriate countermeasures. However, the limited visibility due to the
local nature of the information makes the problem of misbehavior detection hard for any single agent, and only an
exchange of information between agents can provide sufficient clues to arrive at a decision.
This paper attacks the misbehavior detection problem for a class of socially organized autonomous systems, where
the behavior of agents depends on the presence or absence of other neighbors. We propose a solution involving a
“local monitor”, which runs on each agent and includes a hybrid observer and a set-valued consensus node. Based
on whatever visibility is available, it reconstructs a set-valued occupancy estimate of nearby regions and combines
it with communicating neighbors to reach a shared view and a mismatch discovery. We provide a formal framework
for describing social rules that unify many different applications, and a tool to automatically generate code for local
monitors. The technique is demonstrated in various systems, including self-driving cars, autonomous forklifts, and
distributed power plants.
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1 Introduction
Until a few decades ago, industrial manipulators operating

in a closed, structured, completely known and human-free
environment were the autonomous systems par excellence.
More recently, multi-robot systems composed of identical
copies of a given prototype robot have been developed
to solve various service tasks, such as optimal spatial
deployment, patrolling and surveillance, etc. In these
systems, robots interact with one another by sharing
local information between neighbors through distributed
protocols, which allow for time synchronization (Sinopoli
et al. 2003), global agreement (Olfati-Saber et al. 2007),
space coverage (Cortes et al. 2004), and motion in
formation (Fathian et al. 2018), to name a few. While being
very efficient, these protocols often assume that interaction
is encoded through signals with rigid formats and that robots
are used within known environments.

Nowadays, several promising robotic platforms have
become available, either with fixed or mobile bases, capable
of collaborating with humans (Ajoudani et al. 2018) and
each other (Kabir et al. 2021; Nguyen et al. 2019) in lesser-
known and dynamically changing shared workspaces. Con-
sequently, the challenge will soon be to safely and efficiently
organize the cooperation and coexistence of many hetero-
geneous robots or agents, built by different manufacturers,
with different intelligence skills and perhaps conflicting

goals. These robots will be endowed with diversity-enhanced
autonomy (Ayanian 2019) and empowered by algorithms
for e.g. online parallel planning under uncertainty (Cai
et al. 2021), efficient multi-image feature matching (Ser-
lin et al. 2020), decentralized navigation via Hamiltonian
coordination primitives (Mavrogiannis and Knepper 2021),
target estimation and localization (Bourne et al. 2020), and
collective swarm formation (Dong and Sitti 2020). Their
robustness will also be verifiable using real data sets now
available (Agarwal et al. 2020; Behley et al. 2021; Pitropov
et al. 2021). Near future scenarios will most likely involve
open systems composed of many heterogeneous robots coop-
erating with each other and interacting with the environment.
Robot coexistence will require a paradigm shift in organizing
cooperation within a set of “social” rules, to be imposed
on the behavior of each individual robot and structured in
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3 Italian Institute of Technology, Genova, Italy.

Corresponding author:
Adriano Fagiolini, Mobile & Intelligent Robots @ Panormous Laboratory
(MIRPALab), Department of Engineering, University of Palermo, Italy.
Email: fagiolini@unipa.it

Prepared using sagej.cls [Version: 2017/01/17 v1.20]

mailto:fagiolini@unipa.it


2 The Intl. Journal of Robotics Research XX(X)

such a way that they can be verified simply by using local
information (Shoham and Tennenholtz 1995); these rules are
to be designed off-line or learned online, but will lead to the
autonomous robots involved being regarded as members of a
“society” (Bicchi et al. 2010; Ko et al. 2021; Pallottino et al.
2007).

Probably the most widespread example of a socially
organized system are the flocks of vehicles on the road: they
include heterogeneous cars, trucks, and motorbikes that enter
and exit the flock at any time, are driven by human drivers
with different driving styles (Lefèvre et al. 2015a,b; Kuderer
et al. 2015) or are in autonomous mode (Kabzan et al. 2020;
Caporale et al. 2019), anticipate or react quickly to adverse
conditions (Radwan et al. 2020; Pedone and Fagiolini
2020), locally self-organize in road platoons to optimize
performance (cf. Morbidi et al. (2013); Besselink and
Johansson (2015) and the pilot projects SARTRE (Solyom
and Coelingh 2013) and COMPANION (Eilers et al. 2015)),
and, most crucially, they are supposed to obey a shared
cooperation protocol entailed by the common traffic rules.
Other examples are forklifts and similar robots used for
logistics in automated warehouses, which obey a set of
coordination rules to reach their destinations and avoid
collisions. Yet, many more examples of open, heterogeneous,
reconfigurable, and competing autonomous systems can be
expected soon.

Unfortunately, greater flexibility of interactions allowed
in a socially organized robotic system moving in a shared
physical environment goes hand in hand with new, stealthier
types of threats. In a renowned experiment conducted in
2016, the navigation subsystem of a car connected to the
Internet was remotely hijacked to take full control of the
vehicle (Greenberg 2016); in a system as large as a social
set of robots cooperating on the basis of rules and without a
centralized controller, malfunctioning of a single individual,
due to spontaneous failure or tampering, can produce effects
that amplify in the society (Bossens et al. 2022). Relying on
the assumption that all robots belonging to the society are
systems robust to failures or attacks by design is unrealistic.
In the absence of a central monitoring system, it is necessary
to provide online misbehavior detection mechanisms to face
these threats in a distributed way (Gupta et al. 2006; Fagiolini
and Bicchi 2013; Pasqualetti et al. 2013a). To this end,
it is advocated that robots monitor one another and try
to determine whether or not their neighbors, with whom
they interact, follow the social rules. The challenge is to
cope with partial information about each robot, due to the
limited visibility of on-board sensors, and misbehavior of
any component of a neighboring robot, from its sensors to
software and actuators. In addition, detecting misbehavior
may be too difficult for a single robot, while sufficient clues
for effective detection can only be found through information
exchange.

In this context, traditional approaches for fault detection
and diagnosis cannot be directly applied for many reasons.
Firstly, most of the literature to date focuses on single
robot scenarios (Pettersson 2005; Zhuo-Hua et al. 2005).
Only recently, some studies have examined fault detection
in the more challenging case of multiple distributed robots
(Khalastchi and Kalech 2019, 2018). Secondly, robots have
varying degrees of autonomy, operate in different and more

dynamic physical environments, and thus may experience
a broader spectrum of failures, including those induced by
an arbitrarily intelligent or byzantine actor (Ashkenazi et al.
2023; Pasqualetti et al. 2012) that can tamper with the robot
architecture at any level. The first relevant results, using the
geometric approach, that addressed the problem for linear
dynamical systems are the seminal works by Pasqualetti et al.
(2012, 2013b); the ideas have been partially extended for
linear switching systems more recently (Duz et al. 2018;
Zattoni et al. 2017). The resilience of multi-robot systems to
communication failures has been addressed successively in
deterministic contexts (Strobel et al. 2018; Kaur et al. 2021;
Fagiolini et al. 2015) and, very recently, with probabilistic
robot interaction, exploiting the control-theoretic notion of
left-invertibility (Wehbe and Williams 2021a,b). Recently,
an approach based on the adaptive immune system has been
applied to robot swarms, which is capable of distinguishing
abnormal behavior from the most frequent ones (Tarapore
et al. 2019). Still, the literature lacks a general approach
to codifying social rules in the components of a social
robot’s model and a systematic way to design, given the rules
of a society, local processes for monitoring and collecting
evidence of cooperativeness or non-cooperativeness from
each robot and for social agreement; the latter is crucial
to trigger, if necessary, any counteraction in response to
the detection of a robot not following the rules, seen as an
intruder of the society.

This paper addresses the problem of distributed misbehav-
ior detection in systems where cooperation between robots
is described by a set of social rules and robots themselves
can be heterogeneous in their dynamics, actuators, and
controllers. A new solution is proposed consisting of a
distributed mechanism for monitoring and agreement, which
applies to a class of socially organized autonomous systems
where the behavior of each robot depends, in a general
way, on the presence or absence of other nearby robots.
After introducing a formal hybrid modeling framework to
describe these systems, the paper presents the theoretical
results that enable the construction of a local monitor, an
essential element of the proposed solution, which is a module
running on each robot and trying to determine whether or
not any neighboring robot follows the social rules. Once the
behavior of a given robot is measured, the challenge of each
monitor is to reconstruct, by whatever visibility is available,
the possible inputs that may have generated this behavior in
accordance with the social rules. Through this “inversion”
of the hybrid model, the local monitor reconstructs a set-
valued estimate of the occupancy of all regions near the
robot. Then, each monitor becomes a node of a set-valued
consensus algorithm and shares the estimate with other
nearby monitors, in order to obtain a socially agreed view
of the occupancy, discover any mismatched behavior of the
robot, and activate any countermeasures if necessary.

An appealing feature of the solution is that the local
monitor modules are obtained from software components
already present in the architecture of each agent, and thus,
its complexity can be determined. In addition, a software
tool to automatically generate the code of local monitors and
consensus nodes for all agents is provided. The approach
validity is successfully demonstrated in various systems,
including self-driving cars, autonomous forklifts, and
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distributed power generation plants. Simulations have been
developed for all cases, and an experimental implementation
has been done on real forklifts.

The document is organized as follows. Section 2 describes
the state of the art and outlines the contributions of the
present work. Section 3 formally presents the cooperation
protocol model for socially organized robots, Section 4
explains the challenges and derives the local monitor
components, and Section 5 focuses on the social agreement
and describes the consensus node. The following two
sections, 6 and 7, detail the application of the proposed
method to three case studies. Section 8 summarizes the
work achievements and contains a discussion on various
technological aspects and observations. Four appendices
complement the document as follows: Appendix A describes
multimedia extensions. Appendix B demonstrates the event
estimation map with incomplete and time-varying visibility.
Appendix C illustrates the �nite-time convergence of the set-
valued consensus algorithm. Appendix D is a brief guide to
the software tool. Finally, Appendix E summarized the key
symbols used for the main objects involved in the work.

2 Related Work and Novelty

2.1 State of the Art
Fault detection and diagnosis for robotics is a relatively

new topic. Since robots are physical systems with varying
degrees of autonomy operating in diverse and dynamic
physical environments, the detection of anomalies or faults
poses constraints that challenge traditional approaches. Most
literature to date relies upon traditional approaches to fault
detection and focuses on single robot scenarios (cf., e.g.,
Pettersson (2005); Zhuo-Hua et al. (2005)). In a recent
survey, Khalastchi and Kalech (2019, 2018) looked at the
distributed multi-robot domain and provided an overview
of the types of faults and their impact on these systems.
After outlining the requirements and challenges involved,
the survey indicates qualitatively which current approaches
can be used and lists some existing control schemes (Li
and Parker 2007; Christensen et al. 2009), all designed for
speci�c contexts, that guarantee a certain level of robustness.
Along the line, Parker (1998) has considered more general
scenarios and rooted the main ideas towards the development
of fully distributed, behavior-based architectures for the
fault-tolerant cooperative control of robot teams. Stavrou
et al. (2016) have described a learning-based technique that
adapts a set of parameters after the robot is deployed in the
target environment but still applies to a single-robot system.

General misbehavior detection, which includes simple
failures, must address a broader spectrum of anomalies,
including those induced by an arbitrarily intelligent or
byzantine actor that can tamper with the robot's architecture
at both logical and physical levels. Speci�cally, Bossens
et al. (2022) emphasized that robot teams used for long-
term deployment must be resilient to disruptions, whether
due to sensor and motor failures, weather conditions, or
even adversary cyber attacks. Some disruptions can be
anticipated during the design phase, which is the driving
idea of the work by Zheng et al. (2016), which successfully
proposed a multi-layered co-design approach for securing
cyber-physical systems, thus enabling the implementation

of resilient-by-design architectures; the framework is valid
for linear systems and combines control-theoretic methods
at the functional layer of the cyber-physical system with
cybersecurity techniques at the embedded platform layer.
In addition, Zhou and Tokekar (2021) outlined that current
strategies for coordination and planning of multi-robots
are vulnerable to adversarial attacks, revealing that the
development of schemes resilient to such attacks and robust
to uncertainty is still an open research area. It is highlighted
again by Bossens et al. (2022) that when the system becomes
large and complex interactions are present, anomalies can
only be detected through local measurements of each
team member but still need a team-wide view before any
counteraction is taken.

A variety of works has focused on fault tolerance or,
more generally, on the resilience of multiple robots to
communication failures. In this regard, Pasqualetti et al.
(2012, 2013b) proposed in their seminal work a new
technique based on the geometric approach that applies
to linear dynamic systems. Later on, Duz et al. (2018)
partially extended the results to detect stealthy attacks in
switching linear systems, and Zattoni et al. (2017) proposed
a technique with a prospective application to the �eld
using the notion of controlled invariance. Other works
have tackled the problem in deterministic contexts (Kaur
et al. 2021; Fagiolini et al. 2015; Ashkenazi et al. 2023),
and only recently for systems with probabilistic robot
interaction using the notion of left invertibility (Wehbe
and Williams 2021a,b). In parallel, Strobel et al. (2018)
proposed ensuring security through blockchain technology
to tolerate the sharing of erroneous information by Byzantine
robots. Lee and Hauert (2023) have used sparsity in robot
swarms to establish trustworthiness in real implementations.
Leaderless consensus in teams with linear dynamics has been
achieved through the work by Zeng and Chow (2014), which
proposed a resilient distributed control law using rollback
and excitation recovery.

Few works have focused explicitly on motion misbehavior
in multi-robot systems, or, if they do, they assume simple
models and hypotheses. To begin with, Ashkenazi et al.
(2023) examine motion misbehavior in robot swarms, where
each robot is assumed to follow a motion policy that makes
it move on a grid; it can cope with benign and byzantine
malfunctions, the former of which are tolerated through a
forgive-and-forget strategy. Trinh et al. (2023) has proposed
a fault-tolerant model predictive controller to achieve leader-
following formation with unicycle robots. In contrast, Guo
et al. (2018) has presented a method in which robot models
can be nonlinear and consist of various components that
can be fault, but interaction with neighboring robots is not
represented. A promising solution has been developed by
Ferraro and Scordamaglia (2023), in which a set-valued
approach is used to determine faults in a remotely controlled
vehicle; this involves generating a feasible trajectory for the
robot subject to unknown but limited external disturbances.
Yet, so far, the method can only recover a single optimal
trajectory and applies to the context of a single robot
without general interaction with the environment or other
robots. Tarapore et al. (2015, 2019) have developed a
noteworthy approach based on the adaptive immune system
and applied it to robot swarms. The method does not require
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knowledge of normal behavior patterns in advance. Instead,
it uses the ability to tolerate certain behavior deviations to
recognize frequent behaviors as normal and rare ones as
abnormal and, thus, possibly faulty. Although this feature
gives the method considerable �exibility, it also makes it
unsuitable, at least in the current form, in systems where
social rules specify allowed behaviors, and it is not true
that a dynamic pattern executed by many agents is correct.
Furthermore, the method assumes a one-to-one mapping
between the presence/absence of other neighboring robots
and the type of behavior a robot performs, whereas, in a
socially organized system, robot interaction may involve
general binary conditions, including combinations of logical
negation, product, and sum, altogether.

Furthermore, an important property often exploited to
detect faults or spurious inputs is the invertibility of a model
with respect to a set of inputs (Sain and Massey 2002; Vu and
Liberzon 2008; Milĺerioux and Daafouz 2007). This property
ensures that such inputs can be reconstructed by using only
output measurement. Methods for explicit construction of
input-state observers have been proposed for linear models
(cf., e.g., Sundaram and Hadjicostis (2008)) and even used in
robotics and automotive for various purposes (Trumić et al.
2022; Pedone and Fagiolini 2020). In the present context, a
robot monitoring another member of the society generally
has to estimate signals generated by the presence/absence of
other neighboring robots that are outside its sensing range.
Due to the nature of social rules, however, scenarios in
which two neighboring robots have different positions but
are in the same area may not be distinguishable. Therefore,
it is more plausible that the inversion maps single-point
outputs to continuous sets representing areas where the
existence or absence of a neighboring robot is required.
In this regard, solutions for input and state reconstruction
via set-valued observers (Shamma and Tu 1999; Doyen and
Rapaport 2001; Lin et al. 2003; Xu et al. 2017; Monteriu
et al. 2007) do not apply because they assume linear or
input-af�ne dynamics. In contrast, the aim here is to address
a class of hybrid systems, with nonlinear jump conditions
and dynamics, that is suf�ciently large to accommodate the
implementation of social rules. The �rst two methods return
the most probable value of a single state at any given time,
whereas dealing with general misbehavior, including attacks,
requires the estimation of complete occupancy maps of an
observed robot's neighborhood. Also, they require persistent
excitation and active disturbance rejection, which implies
a modi�cation of the given social rules. Yet, they are very
effective in speci�c cases involving linear models so that they
could complement the tools of the architecture presented
here.

As will be shown later, the model of each social robot
comprises a �nite state machine, or automaton, whose
temporal evolution is event-driven. Events are related to
the occurrence of appropriate general conditions about the
presence/absence of neighboring robots. Reconstruction of
events from partial knowledge of a monitoring robot is,
hence, an essential feature to be achieved. In this regard,
observability and diagnosability for event-driven systems
have been studied by, e.g., Cassandras and Lafortune (2006);
Yoo and Lafortune (2002);̈Ozveren and Willsky (1992);
Ramadge and Wonham (1989, 1987). Overall, the social

robot model is essentially hybrid (Goebel et al. 2009), in
that it also includes a time-driven dynamic that describes
the physical behavior of the robot. Balluchi et al. (2002);
Zad et al. (2003); Fourlas et al. (2002) have studied the two
properties mentioned above for hybrid models in the linear or
input-af�ne settings. Yet, it should be noted that the number
of inputs to each robot's hybrid model changes over time, as
does the number of neighboring robots, and that the capacity
of a monitoring robot to detect the occurrence of speci�c
events changes also with its instantaneous visibility. The
time-varying topology of a robot's interaction and the partial
event visibility of a monitoring robot, together with the
hybrid and possibly nonlinear nature of the model, prevent
the use of standard tools for observability, invertibility, and
diagnosability; these tools assume instead constant visibility
and interaction and that this information is fully known a
priori.

A �nal point concerns the establishment of a socially
accepted global view on the cooperativeness of a given
robot. In distributed systems, consensus algorithms are
often used (Jadbabaie et al. 2003; Olfati-Saber et al.
2007). Such algorithms have linear dynamics and allow
participating agents to agree on the value of a physical
quantity described by a real number or vector. As noted
earlier, when attempting to invert the model of a social
robot and reconstruct its inputs, one obtains continuous
sets representing areas where neighboring robots should or
should not be. Speci�cally, local monitors and consensus
nodes, described below, must attempt to reconstruct and
ultimately re�ne estimates of unknown inputs that explain
the behavior of a commonly observed agent; the results of
this process are continuous points and sets that describe
regions where the presence/absence of a neighbor is
necessary to prove the cooperativeness of the observed robot,
which makes linear consensus strategies inapplicable here.

2.2 Contribution
As pointed out above, the scienti�c literature lacks some

essential elements that would enable the practical realization
of a robot society. In this context, this paper contributes to
the state of the art in a number of ways, as described below.

Firstly, a general approach to codifying social rules
and incorporating them into the components of a social
robot model is currently missing. In this regard, the
paper provides a formal framework for describing a class
of socially organized autonomous systems in which the
behavior of each robot is governed by a set of rules that
depend on the presence or absence of other neighboring
robots; accordingly, a cooperative robot is described by
a model that includes its physical time-driven dynamics,
low-level controllers that allow the execution of speci�c
maneuvers, the event-driven dynamics of social interaction,
the perception of the environment and nearby robots, the
encoding of inputs into events, etc.

Secondly, while many approaches for distributed mis-
behavior detection in discrete-event systems, hybrid linear
systems, and some classes of switching linear systems are
available, a general methodology applying to a class of non-
linear multi-robot systems with social interaction is absent.
In this respect, the paper proposes a systematic way to
design, given the rules of the society, local processes for
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monitoring and collecting evidence of cooperativeness or
non-cooperativeness from each robot and for later reaching
social agreement. Speci�cally, social consensus is enabled
through a distributed algorithm run by cooperating monitors,
whose construction exploits the results recently developed in
the �eld of set-valued Boolean iterative maps (Fagiolini et al.
2015).

An appealing feature of local monitors is that their
construction is based on models and software components
already present in the architecture of each robot. More
precisely, the equations that describe the robot's physical
dynamics, as well as the low-level control software that sends
signals to the actuators, the one that updates the automaton
and the one that encodes the binary conditions that indicate
the occurrence of events, are appropriately exploited as
black boxes, to generate predictor/corrector components
automatically. This feature implies that their complexity
can be determined, and their execution is typically already
feasible on the robots.

A noteworthy theoretical result regards the construction
of a nondeterministic observer of the discrete state of
the system. Such observer is obtained through a suitable
factorization of the event detection conditions, which
takes into account the current partial visibility of the
monitoring robot. It extends existing solutions (Cassandras
and Lafortune 2006) insofar as it shows: 1) how, given
a discrete-event model, a nondeterministic observer can
be derived even with partial and time-varying visibility of
events; 2) the absence of the need to explicitly construct the
observer, as calculations can be performed through a black
box execution of the robot's automaton.

Lastly, the paper provides a software tool to automatically
generate the code for local monitors and consensus nodes
for all robots. The validity of the approach is successfully
demonstrated in various systems, including self-driving
cars, autonomous forklifts, and distributed power generation
plants. The paper illustrates the proposed methodology
through simulations for all case studies and an experimental
implementation on industrial forklifts.

2.3 Nomenclature

The section ends with the nomenclature used in the text.
Firstly, given a setA, the following notation is used: Pow(A)
denotes thepower setof A, i.e. the set of all possible
subsets (including the empty set) that can be constructed
from elements ofA; 1A (x) denotes theIndicator function
of A returning 1 if, and only if, x 2 A; if the set A 2
X � Y , whereX and Y are two domain sets, ProjX (A)
is the projection or restrictionof A to the domain setX ,
i.e. if a = ( x; y) 2 X � Y , then ProjX (a) = x; if a � A,
�a = A n a is theset complementof a for A.

Moreover, given a vector spaceQ, Tan(Q) is the space
tangentto Q andF[t 1 ;t 2 ](Q) is thespace of functionsde�ned
from the time interval[t1; t2] to Q.

Furthermore,B def= f 0; 1g is the binary domain,� , 
 , and
: are the logical sum (or), product (and) and negation (not),
respectively; a logical-valued functionb 2 B is said to be
active when/if a condition holds means thatb returns1 if,
and only if, such condition is met.

In addition, given a signala(� ), where� is a continuous
time, ~a(t0; t) denotes thehistory of a(� ) during the time
interval [t0; t), i.e. a buffer memorizing the evolution of
the signal during such interval; when the �rst argument
is understood, the history is shortened as~a(t). Also, a[k]
denotes the signala(� ) sampled at discrete timest = tk , i.e.
a[k] = a(tk ).

Finally, given a constant� > 0, two signals,a(t) and
b(t), are� -similar in a time periodT = [ t1; t2), if jja(t) �
b(t)jj � � for all t 2 T , wherejj � jj is a norm over the signal
domain.

3 Protocols for Socially Organized Agents

Consider n robotic agents,A 1; � � � ; A n , sharing a
state-space orenvironmentQ. A distributed cooperation
protocol P is a formal description of the constitutive
elements of each agent, specifying their perception,
dynamics and control, actuation, and the rules by which these
elements are interconnected so as to determine their behavior
and interaction with neighbors. Socially organized agents are
agents sharing a cooperation protocolP. The key symbols of
the protocol are summarized in Tab. 7 in Appendix E.

3.1 Explanation and intuitive introduction
Intuitively, one can introduceP by referring, e.g., to a

system of self-driving or human-driven vehicles traveling on
a motorway. In this context, the goal of each motorcycle,
car, or truck A i on the road is to reach its destination
while avoiding collisions, which is supposed to be achieved
cooperatively by following a set of traf�c rules. By
looking from a top-down view, rules are based on safety-
and performance-criticaleventsand specify a number of
maneuvers. Events affecting a vehicleA i are, e.g., the
presence of a slow car in the front lane or a fast motorcycle
approaching from the next lane; they are triggered by
binary conditions depending on the currentstateof A i and
those of the vehicles nearby. To perceive the presence or
absence of such other vehicles and map out the road ahead,
eachA i has cameras, lidars, ultrasonic detectors, and other
sensors allowing it to see or measure the states of other
neighboring vehicles within avisibility region; this is part
of the environment that, at any current time, is not hidden
by any vehicles and that is within a maximum distance from
A i . A subset of the visibility region contains the information
that directly affects the behavior ofA i and represents
the instantaneous proximity space orneighborhoodof the
vehicle; correspondingly, all nearby vehicles affecting the
behavior ofA i are its currentneighbors. In addition, the
maneuvers that are accepted by a traf�c protocol are,
e.g., overtaking a preceding vehicle, slowing down, moving
to the next free lane, or simply continuing fast along
the current lane, are characterized by a speci�c type of
trajectory thatA i is required to track. Each time an event
is detected, vehicleA i must assess whether the current
maneuver should be updated and, consequently, the type of
trajectory being tracked to be changed. The correct execution
of each maneuver is ensured by an onboardcontroller
(either automatic or human) and an underlying actuation
system, which implements a feedback (and possibly also
feedforward) stabilizing control action through the steering
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and pedal/brake systems. The control action applied at any
time depends on the current maneuver, as well as the speci�c
mechanical structure, size, and inertia of thei th vehicle, in
a word, its physicaldynamics. All these elements ultimately
determine the temporal evolution of thei th vehicle state or
behavior. Such a state is formed of the linear and angular
positions and the corresponding speeds, ofA i and is de�ned
over the domainQ of all possible vehicle states on the road.

More in detail, from a bottom-up view, the continuous
state of eachA i is a vector qi 2 Q , describing the
current con�guration of the vehicle along the motorway
and evolving based on a time-drivendynamicsmap f i ; its
discrete state is a scalar� i 2 � i , describing the vehicle's
current maneuver and being updated through an event-
driven automatonmap � i ; the set of all maneuvers that
are admitted by the traf�c protocol are collected in a �nite
discrete state set� i . The region ofQ that is reachable by
the lidars and cameras ofA i is represented by avisibility
map Vi ; the subset ofVi representing the proximity space
or neighborhoodN i of the i th vehicle is formed of the
union of distinct subregions ortopologies, among which:
� i are described by maps� i;j (qi ) denoting regions close
to and moving with the vehicle; otherhi are described
by maps � �

i;j denoting constant regions used to delimit
the physical environmentQ or describe boundary values
for eachqi . Examples of topologies moving with thei th
vehicle are the front, rear, and the two lateral areas with
respect to the vehicle con�gurationqi ; those that are constant
include the left and right roadside curbs. Moving topologies
concur to de�ning thei th current neighborhood asN i =S � i

j =1 � i;j (qi ), which let us also de�ne thei th neighbor set
N i = f `jq̀ 2 N i g and, then,input setI i = f q̀ j` 2 N i g as
the set of indices and set of con�gurations, respectively, of
all neighboring vehicles affectingA i . All such vehicles also
represent theneighborsof A i . The presence of a nearby
vehicleA ` in each(i; j )th topology as well as the proximity
of A i to any constant region, are mapped into binary values
si;j via anencodermapsi ; the activation or non-activation
of each si;j are used toencodethe detection conditions
of eventsei;j 2 E i , where E i is an alphabet of events,
that are relevant for the traf�c protocolP. Speci�cally,
the calculation of every eventei;j is codi�ed as a binary
product of a subset of the encoder map componentssi;j ,
either taken with their positive or negative values; this is
speci�ed by two index sets,
 i;j ; 
 �

i;j � f 1; � � � ; � i + hi g
indicating which components are to be multiplied with each
other and whether their positive or negative values are
relevant. As an example, the event that triggers a change of
maneuver/trajectory that forces thei th vehicle to overtake a
slower oneA ` in the front is detected by the simultaneous
presence of the slower vehicle in the front lane area and
the absence of other vehicles in the next lane area. All such
index sets are collected in anencoder index set� i . Finally,
depending on the maneuver/trajectory to be executed, each
vehicle has an onboard controller that continuously generates
appropriate steering and pedal/brake commands; precisely,
this is obtained by thei th decodermapui 2 Ui , with Ui the
set of permissible control actions, which directs the evolution
of the vehicle's dynamicsf i . The overall behavior of thei th
vehicle is mathematically described by the hybrid modelH i

that will be described formally below, the components of

Figure 1. Illustration of the model of a cooperative robot A i .

which are illustrated in Fig. 1 and can be implemented in
the simulator described in Appendix D.

3.2 Formal de�nition
One can now turn the attention to the case ofn generic

agents sharing an environmentQ. Letting the continuous
state of eachA i be qi 2 Q and its discrete state be� i , P
is formally de�ned as follows:

De�nition 1. A distributed cooperation protocolP consists
in the speci�cation, for eachA i , of an octuple

Pi := f f i ; Vi ; Ti ; E i ; � i ; � i ; � i ; ui g;

whose �rst element is:

• Ti = f � i; 1; � � � ; � i;� i ; � �
i; 1; � � � ; � �

i;h i
g is a topology set,

with each� i;j : Q ! Pow(Q) describing a nearby region
of Q where the presence or absence of other agents affects
A i , and with each� �

i;j � Pow(Q) describing a region
independent ofqi and that represents a boundary ofQ.

This �rst object is basic to de�ne a few further concepts: the
i th proximity space orneighborhoodN i =

S � i
j =1 � i;j (qi ),

neighbor setN i = f ` j q̀ 2 N i g, andinput setI i = f q̀ j ` 2
N i g. Accordingly, an agentA ` is a neighborof A i (or A i -
neighbor for short) if̀ 2 N i ; ni = card(I i ) is the number
of neighbors ofA i . Also, one can introduce thei th encoder
map assi : Q � Q n i ! B� i + h i , whosej th componentsi;j

is active, for j � � i , when any neighborA ` is in the j th
topology� i;j , and, for j > � i , when thei th state is in the
j th topology� �

i;j � � i
; in formula, this is obtained as

si;j : Q � Q n i ! B

(qi ; I i ) 7!
�

� q` 2 I i 1� i;j (qi ) (q̀ ) j � � i

1� �
i;j � � i

j > � i

: (1)

The remaining seven elements ofPi represent the following
further objects:

• Vi : Qn ! Pow(Q) is a visibility map, describing the
region of Q that can be seen by the sensors onboard
A i and where the state of any present agent can be
measured;Vi is assumed to be a superset ofN i , i.e.,N i �
Vi (q1; � � � ; qn ), which implies that thei th neighborhood
is entirely known toA i through its sensors;

Prepared usingsagej.cls



Fagiolini et al. 7

• E i = f ei; 1; � � � ; ei;� i g is a �nite alphabet of events;

• � i = f 
 i; 1; 
 �
i; 1; � � � ; 
 i;� i ; 
 �

i;� i
g is anencoder indexset,

with each pair(
 i;j ; 
 �
i;j ) � f 1; � � � ; � i + hi g2 describ-

ing how the(i; j )th eventei;j is recognized, by using the
i th encoder mapsi , via thedetectormap

ei : B� i + h i ! Pow(E i )
si 7! f ei;j 2 E i j (
 ` 2 
 i;j si;` ) 



 (
 ` 2 
 �
i;j

: si;` )g ;
(2)

• � i = f � i; 1; : : : ; � i;r i g is a �nite discrete state set;

• � i : � i � Pow(E i ) ! � i is a deterministicautomaton
describing, for eachi th pair of discrete state� i and
detected event setei , the next discrete state� 0

i 2 � i ;

• ui : Q � � i � Q n i ! U i is a decodermap, describing,
for each triple of stateqi , discrete state� i , and input set
I i , the control action to be applied;

• f i : Q � U i ! Tan(Q) is adynamicsmap, whereUi is the
set of admissible inputs and Tan(Q) is the space tangent
to Q, describing, for eachi th pair of stateqi and inputui ,
the instantaneous motion direction_qi 2 Tan(Q). �

Note that indexi in � i;j indicates that eachA i may have a
differentj th topology. The argument of� i;j (qi ) is redundant,
yet it is kept to recall its dependency on thei th state.

3.3 Temporal behavior of a cooperative A i

By using the elements of eachPi , the temporal behavior of
A i can be described as follows. Lett � 0 be the continuous
time and lett = tk , for k = 0 ; 1; � � � , be thekth instant at
which thei th detector mapei recognizes a new event. The
i th continuous stateqi evolves, from an initial valueq0

i 2 Q ,
according to the ODE

_qi (t) = f i (qi (t); ui (t)) ; with qi (0) = q0
i ; (3)

while thei th discrete state� i is updated, from an initial value
� 0

i 2 � i , according to the iterative rule

� i [k + 1] = � i (� i [k]; ei [k + 1]) ; with � i [0] = � 0
i : (4)

Based on the latest updated discrete state� [k] and the
current input setI i (t), the decoder map applies the control
action ui (t) = ui (qi (t); � i [k]; I i (t)) , which, plugged into
(3), yields thecontrolled dynamicsmap

_qi (t) = f i (qi (t); ui (qi (t); � i [k]; I i (t))) =
= f �

i (qi (t); � i [k]; I i (t)) ;
(5)

similarly, based on the currenti th stateqi (t) and input
set I i (t), the encoder map returns the vectorsi (t) =
si (qi (t); I i (t)) , which, inserted in the detector map, yields
ei (t) = ei (si (t)) , which in turn is plugged into (4), thus
giving theclosed-loop automatonmap

� i [k + 1] = � i (� i [k]; ei (si (qi (t); I i (t)))) =
= � �

i (qi (t); � i [k]; I i (t)) :

Introducing thei th hybrid dynamicmap

H i : Q � � i � Q n i ! Pow(Q) � � i

(qi ; � i ; I i ) 7!
�

f �
i (qi ; � i ; I i )

� �
i (qi ; � i ; I i )

�
;

thei th complete state represented by the pair(qi ; � i ) 2 Q �
� i evolves according to the dynamic model

�
_qi (t)

� i [k + 1]

�
= H i (qi (t); � i [k]; I i (t)) (6)

with qi (0) = q0
i and� i [0] = � 0

i .
Having derived the above model, for a given history

~I i (0; t) of the input setI i , one can now de�ne thei th
behavioras the solution~qi (0; t) = � H i (q

0
i ; � 0

i ; ~I i (0; t)) , for
t � 0, of (6). Note that~I i (0; t) represents an input signal
for the above solution. This �nally lets us distinguish
cooperative from uncooperative agents as follows:

De�nition 2. Exactly cooperative and uncooperative agents.
A i is exactly cooperativeunderPi if the i th history ~qi (0; t)
solves(6) for some initial state values,q0

i and� 0
i , and some

input set history~I i (0; t). Otherwise,A i is uncooperative.

In the above sense, an agentA i that is not followingPi is
considered anintruderof the robot society.

4 Protocols for the Design of Local
Monitors

This section focuses on how an agentA h is enabled to
understand whether anotherA i that is within its visibility
scope, i.e.,qi (t) 2 Vh for some interval oft, is following
the associated cooperation modelPi . For the sake of
implementability, to achieve its goal, suppose thatA h

measures and collects the history of the actual behavior of
A i over consecutive time slots, at the end of which a local
monitor processM h is executed to decide whetherA i is
cooperative or not. The challenges faced by eachM h and
the proposed solution are described below. The key symbols
used are summarized in Tab. 8 in Appendix E.

4.1 Brief introduction of the local monitor
The implementation of a local monitorM h must cope

with having partial knowledge of the input setI i of the
agent being evaluated. Indeed, while one can assume that
A i has full access to its own neighborhoodN i through its
sensors, the same hypothesis cannot be made regarding the
monitor's sensors since, in general, one hasN i 6� Vh . The
information available forM h is, in fact, thei th partial input
setI h

i = I i \ Vh only.
Technically speaking, whenever the whole input setI i is

available during any time slot[0; �] , a monitor M h can
compute theuniquecooperative behavior ofA i via a forward
simulation of modelH i , initialized with the previously
reconstructed state, and compare such a behavior with the
history of the actually measured one,~qmeas

i (0; �) ; if the
two signals match exactly,M h is able to conclude thatA i is
executing a trajectory conforming toPi and can classify the
agent as certainly cooperative, or otherwise as uncooperative.
This direct solution only applies ifI h

i = I i , yet its strategy
is basic to obtain a generalized solution that is valid also in
the more challenging general case. Towards this goal, the
following de�nition can be given, introducing a strict and
relaxed notion of behavior explanation:

De�nition 3. Behavior explanations and� -similar behavior
explanations. A setI � 2 Pow(Qn i ) is said anexplanation
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of a behavior qmeas
i (t) for t 2 [0; �] if the history

~I � (0; �) solves(6), for some�� 2 � i , i.e., ~qmeas
i (0; �) =

� H i (q
meas
i (0); ��; ~I � (0; �)) . Given a tolerance� > 0, an

explanation is � -similar to ~qmeas
i (0; �) if the signals

� H i (q
meas
i (0); ��; ~I � (0; �)) and ~qmeas

i (0; �) are � -similar.
Explanations withinitial conditions �q 2 Q and �� � � i are
explanations whereqmeas

i (0) = �q and for some�� 2 �� .

Intuitively speaking, in the case of a partial view, a monitor
M h can try to �nd the set̂I h

i of all possible input sets that
are supersets ofI h

i andexplain the i th measured behavior.
Precisely, one has to �nd the setÎ h

i = f Î h
i; 1; Î h

i; 2; � � � g such
that eachÎ h

i;` 2 Pow(Qn i ) satis�es I h
i � Î h

i;` and explains

~qmeas
i (0; �) . Note thatÎ h

i should be exhaustive, i.e., include
all possible explanations, and its elements be the smallest
ones, that is, eacĥI h

i;` be of minimal cardinality and

measure. As it will be clari�ed later, eacĥI h
i;` represents

an estimatedoccupancymap of thei th neighborhood, i.e., a
map describing where allA i -neighbors possibly lie within
N i and where they must not; this map includes single-
point continuous states describing measured locations of
neighbors as well as continuous sets describing regions
where the presence/absence of one or more neighbors is
inferred from the behavior ofA i , yet their correctness needs
to be con�rmed. In this regard, by anticipating for the sake
of clarity of the consensus protocol of the next section, more
monitors can attempt to classifyA i cooperatively by sharing
locally estimated occupancy maps. A region in one of these
maps is said to becon�rmed if there exists at least one local
monitor that can directly verify the presence/absence of an
A i -neighbor with its own sensors; accordingly, an occupancy
map Î h

i is fully con�rmed is all its regions are con�rmed.
As a special case, an occupancy mapÎ h

i is fully con�rmed
by a single monitorM h , if M h has full visibility on N i ,
since, if so,I h

i = I i . On the whole, as long as the setÎ h
i

is not empty,M h is able to conclude thatA i is possibly
cooperative. Whenever there is one con�rmed estimateÎ h

i;` ,
the local monitorM h can conclude thatA i is certainly
cooperative. If no behavior explanation is found, i.e.̂I h

i =
; , A i is classi�ed asuncooperative. Finally, it should be
noted that, ifA i is conforming toPi , the real i th input
set I i , which is unknownto monitor M h , is included by
de�nition in each estimated occupancy mapÎ h

i , i.e., there
always existsÎ h

i;` 2 Î h
i satisfying I i � Î h

i;` . In addition, if
M h is able to perform observations during consecutive time
slots, the reasoning described above can capitalize on the last
estimates of the continuous state and the set of discrete states,
say �q 2 Q and �� 2 � i , respectively. Then, the search for
explanations can be narrowed to those that start with initial
conditions�qand any discrete state in�� . A �nal aspect to take
into account is the uncertainty caused by the measurement
noise of the monitor's sensors, whereby the measured
continuous state, includingA i 's behavior, may be slightly
different from the actual states. An indirect yet effective
way to deal with it is to introduce amismatch tolerance
� > 0 and loosen the matching test between the measured
and any predicted behavior with a check on whether the
difference between their signals is, in norm, within a tube
of radius� ; this is accounted for by searching for� -similar
explanations (Bressan and Piccoli 2007). Another way of
looking at it is that any accepted behavior explanation is such

that the history of the corresponding predicted behavior lies
within a tube built around the solution of (6) with a radius
of � . In a sentence, the classi�cation strategy of a monitor
M h to dealing with visibility uncertainty assumes thatA i is
cooperativeuntil proven otherwise, and thus involves trying
to �nd all possible � -similar explanations to the measured
behavior.

4.2 Technical explanation of the local monitor
The ability of a monitorM h to classify the behavior of

A i , in a certain or uncertain way, depends on several factors.
The �rst factor is the full or partial visibility ofM h over
the region of thei th neighborhood. IfA h has full visibility
on N i , M h can directly assess, for each topology� i;j ,
the presence/absence of anyA i -neighbor,A m , and measure
their continuous state,qm ; if this is true for all topologies,
the i th input set seen byM h equals the wholei th input
set (I h

i = I i ). Conversely, whenA h has partial visibility
on any topology� i;j , it can both happen that one or more
A i -neighbors are hidden by other agents/obstacles or out
of reach of thehth sensors, or that no neighbor at all is,
in fact, present in the non-visible part,� i;j (qi ) n Vh , of the
(i; j )th topology. In the latter case, part of thei th input set
may not be known toM h and I h

i be a strict subsetI i ; in
general, then it will holdI h

i � I i . The information connected
to this �rst reasoning is represented in thei th topology check
mapvi that will be de�ned later. In addition, based on the
available information,M h can assess thei th encoder map
si restricted to the visible part of thei th neighborhood,
N i \ Vh ; in this way, it will obtain a lower estimate of it.
This second information is stored in aknown encodermap
ŝi , also de�ned later, whosej th component̂si;j is such that
ŝi;j (qi ; I h

i ) � si;j (qi ; I i ) becauseI h
i � I i .

A second fundamental ability for the monitor is to predict
all possible cooperative behaviors ofA i that are compliant
with thepartial input setI h

i by using the values of the known
encoder map̂si . This feature requires �rst evaluating the
superset of all events,ei;j , possibly affecting the behavior of
A i and being recognized by thei th decoder mapei . An event
estimatormapêi that always satis�es the conditionei (si ) �
êi (ŝi ; vi ) is introduced for this purpose. The explicit formula
of êi is described later in Th. 1 and derived in Appendix B.
The logic behind its derivation is to try to factorize thei th
encoder mapsi in terms of the values of the known encoder
ŝi , and the topology visibility checkvi , thus obtaining a
visibility factorizationof the encoder map componentssi;j .
Intuitively, this is based on the reasoning related to the two
following cases:

• An event occurring upon activation of the singlej th
component ofsi . If monitor M h has full visibility on
� i;j (and hencevi;j = 1) , the encoder and known encoder
maps have the same de�nitions, by which their values
are equal (̂si;j = si;j ) and, hence, the occurrence ofei;j

coincides with the activation of̂si;j ; otherwise, ifM h

has partial view (vi;j = 0 ), two cases can happen: if the
known encoder̂si;j is already active, alsosi;j is active
(sinceI h

i � I i ) and eventei;j has necessarily occurred;
if not, nothing can be said on the value ofsi;j as there
may exist one or moreA i -neighbors not visible fromM h .
In the latter,si;j is assumed conservatively as active and
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the eventei;j as possibly occurred. Writing the truth table
of this logic explicitly yields the visibility factorization:
si;j = ŝi;j vi;j � : vi;k ;

• An event occurring upon non-activation of the singlej th
component ofsi . In case of full visibility (vi;j = 1 ), it
holds: si;j = : ŝi;j . In case of partial visibility (vi;j = 0 ),
the presence of one or moreA i -neighbors is suf�cient
to exclude the occurrence of eventei;j ; in contrast, the
absence ofA i -neighbors detected byM h , does not let to
exclude thatsi;j is active. The factorization here simpli�es
to: si;j = : ŝi;j .

The general case is wholly derived in the appendix and is
obtained as a recursive iteration of the reasoning above. The
result is described in the following:

Theorem 1. Consider a detector mapei with associated
encoder mapsi as in (1). The smallest, i.e., minimum
cardinality, event estimator compatible with a known
encoder map̂si and a topology check mapvi is

êi : B� i + h i � B� i + h i ! Pow(E i )
(ŝi ; vi ) 7! f ei;j 2 E i j (
 ` 2 
 �

i;j
: ŝi;` )



 (
 ` 2 
 i;j (ŝi;` vi;` � : vi;` ))g :
(7)

In a nutshell, the event estimator mapêi embedsthe effect of
visibility uncertainty in the event detection process, so that
a conservativecalculation of all possible outcomes of the
detector mapei is obtained. It is worth noting that, to get the
best performance in the event estimation, the set returned by
êi should have the smallest cardinality, which in turn requires
that the known encoder map̂si is the largest lower estimate
(so the closest from below) ofsi .

Still in relation to the second skill,M h must be able
to translate,a priori, the estimated events into expected
cooperative behaviors~qpre

i (0; �) . To this end,M h can �rst
compute all possible successive discrete states, considering
all transitions of the automaton map� i that may be triggered;
this information is stored in anondeterministic automaton
map � i that is automatically synthesized from� i . These
discrete states are then used to compute the set~qpre

i (0; �)
of all predicted behaviors through the controlled dynamics
mapf �

i ; during this task,M h may need to represent possible
hiddenA i -neighbors that lie in the region� i;j (qi ) n Vh ; this
is done by introducing anextended input setmap Î h

i =
f I h

i;` g` that extends the known input setI h
i with a set of

discretized points in the hidden parts of each topology; based
on each extended inputI h

i;` , the corresponding behavior
~qi;` (0; �) is computed. Finally, as soon as the measured
behavior ~qmeas

i (0; �) is available,M h can, a posteriori,
try to match any predicted behavior in~qpre

i (0; �) with
the real one. It is crucial, here, to introduce a matching
tolerance that takes into account the inaccuracy of thehth
sensors, discretization in representing hidden agents in the
i th neighborhood, and “small” yet acceptable mismatch
between thei th nominal model and the real model ofA i .
As mentioned above, a practical way to do so is to use a
mismatch toleranceparameter� that is incorporated into the
de�nition of a similarity checkmap./ � , which is used when
comparing any pair of actual and expected behavior.

A third �nal skill is the ability of M h to invert the
cooperative modelH i in order to retrieve, a posteriori,
information about the actual input setI i � Î h

i , the actual
events, and the occupancy of each(i; j )th topology. An
explicit inversion is computationally impractical given the
hybrid and nonlinear nature ofH i . Therefore,M h needs
to build a bidirectionallink between any predicted behavior
~qi;` (0; �) and the corresponding discrete state andextended
known inputÎ h

i;` . This information is stored in aforward link
tableL i , which will be de�ned later and which allowsM h to
map any matched behavior back to the triggering events. By
doing so,M h can obtain an improved a-posteriori evaluation
of the encoder mapsi , through are�ned encoder mapsh

i ,
which uses theinversemap � � 1

i of the nondeterministic
automaton map� i to extract the set of events that may have
caused the transition from two consecutive discrete states;
this, in turn, leads to estimating the occupancy of the �rst� i

topologies; this is described in anoccupancy estimatormap
� h

i . Also, this leads to enlarging the part of thei th visibility
region Vi known to M h , which is obtained by are�ned
visibility mapV h

i also de�ned later.

4.3 Formal derivation of the local monitor

Denoting byI h
i = I i \ Vh the subset of thei th input setI i

that is known toM h , the construction of the local monitor
requires the introduction of the following few new objects,
most of which derive directly fromPi :

• A topology checkmap vi : Q � Pow(Q) ! B� i , whose
j th component is active if thej th topology of A i is
entirely visible fromA h , i.e.,

vi;j : Q � Pow(Q) ! B

(qi ; Vh ) 7!
�

1 if � i;j (qi ) � Vh

0 otherwise
;

• A known encodermap ŝi , whosej th entry is a lower
approximation ofsi;j based onI h

i , with n̂i = card(I h
i ):

ŝi;j : Q � Q n̂ i ! B
(qi ; I h

i ) 7! � qk 2 I h
i

1� i;j (qi ) (qk ) ;

• A nondeterministic automatonmap � i describing, for
each estimated pair of discrete state set�̂ i and eventŝei ,
the set� 0

i of possible next discrete states; this is obtained
as:

� i : Pow(� i ) � Pow(E i ) ! Pow(� i )
(�̂ i ; êi ) 7! f �� 2 � i j 9 � 2 � i ; � � �̂ i j

� i (�; êi ) = �� g ;

correspondingly, itsinverse map, � � 1
i , describing, for

each pair(�; � 0) of discrete states, the set of events
ei;j that may cause the transition from� to � 0 is also
introduced; this is obtained as:

� � 1
i : Pow(� i ) � Pow(� i ) ! Pow(E i )

(�; � 0) 7! f e 2 E i j 9 ��; �� 0 2 � i ;
�� � �; �� 0 � � 0; �� 0 � � i (�; e )g;

• An extended input setmap Î h
i generating, from the

i th known input set I h
i , a set of extended known
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inputs, f Î h
i;` g` , each including I h

i and other points
in the unknown neighborhoodN i n Vh obtained via a
discretization scheme.

Lastly, a few further operators need to be introduced:

• A forward link table L i that is a list of triples, each of
which includes a behavior de�ned over the interval[0; �] ,
a discrete state, and the related input set; this is de�ned
over the domainD i = F [0;�] (Q) � � i � Pow(Q);

• A similarity checkmap./ � that, given a forward link table
L and a measured behavior~q(0; �) , return the subset of
the tuples with behaviors that are similar to the measured
one; this is obtained as

./ � : Pow(D i ) � F [0;�] (Q) ! Pow(D i )
(L; ~q(0; �)) 7! f L � = (~q� (0; �) ; � � ; I � ) � L j

~q� (0; �) is � -similar to ~q(0; �) g ;

• A re�ned encodermap sh
i returning the largest encoder

map estimate complying with a known encoder maps
and a pair(�; � 0) of successive discrete state sets; this is
obtained as:

sh
i : B� i + h i � Pow(E i ) � Pow(E i ) ! Pow(B� i + h i )

(ŝi ; �; � 0) 7! f s 2 B� i + h i j s � ŝi ;
ei (s) � � � 1

i (�; � 0)g ;
(8)

• An occupancy estimatormap � h
i = ( � h

i; 1; � � � ; � h
i;� i

),
where each map� h

i;j is a function that, given thej th
components,sj and �sj , of known and re�ned encoder
maps, respectively, and the known input setI h

i , returns
points and continuous sets estimating the occupancy of the
(i; j )th topology; this is obtained as:

� h
i;j : B � B � Pow(Qn̂ i ) ! Pow(Q)

(sj ; �sj ; I h
i ) 7!

�
f I h

i;j ; W h
i;j g if sj ;

f I h
i;j ; W h

i;j ; �W h
i;j ; �sj g if : sj ;

(9)
where I h

i;j = I h
i \ � i;j (qi ), W h

i;j = � i;j (qi ) \ Vh , and
�W h

i;j = � i;j (qi ) n Vh are the portions of the(i; j )th topol-
ogy that are visible and non-visible toM h , respectively;
note thatW h

i;j is a region whereM h has direct visibility
and thus cancon�rm or excludeany assumptions about
the presence or absence of additional neighbors ofA i ,
information that will be used in the consensus algorithm
described in the next section;

• A re�ned visibility map V h
i = ( V h

i; 1; � � � ; V h
h;� i

), where
each mapV h

i;j describes the portion of the(i; j )th topology
which is eventually known toM h either through direct
measures or through inference from the behavior ofA i ;
given thej th components,sj and�sj , of known and re�ned
encoder maps, respectively, these are obtained as:

V h
i;j : B � B ! Pow(Q)

(sj ; �sj ) 7!
�

Wi;j if sj ;
Wi;j [ � i;j (qi ) if : sj ;

(10)

• A classi�er mapCi that, given a forward link tableL i , a
measured behavior~q, and the listf Vi;j g of visible portions

of each (i; j )th topology, returns the corresponding
classi�cation decision; this is given by:

Ci : D i � F [0;�] (Q) � Pow(Q) ! f S1; S2; S3g

(L i ; ~q;f Wi;j gj ) 7!

8
<

:

S1 if �L 6= ; ; 9 �I i;` � Wi ;
S2 if �L 6= ; ; 8 �I i;` 6� Wi ;
S3 if �L = ; ;

(11)
with S1 = `certainly cooperative',S2 = `possibly coopera-
tive', andS3 = `uncooperative', and with�L = L i ./ � ~q =
f ~qi;` ; � i;` ; �I i;` g` , andWi = [ j Wi;j .

Having introduced all required components, one can now
describe the operation of thehth monitor. For practical
implementability, the monitoring ofA i is organized as a
process that is run every� seconds. Letk 2 N+

0 be the
iterationstepof the current execution, and lett 2 [0; �] be
the elapsed time since the start of that iteration. Suppose
that M h measures, at everyt, the actual state ofA i , say
qmeas

i (t), so that, at the end of every step, the history of
themeasured behavior, ~qmeas

i (0; �) , is available. Moreover,
eachkth step comprises a prediction and an update/matching
phase. During theprediction phase,M h computes the set
of all possible behaviors conforming toPi based on the
available partial input setI h

i ; this is given by a set

~qpre
i (0; �) := f ~qpre

i; 1 (0; �) ; ~qpre
i; 2 (0; �) ; � � � g ; (12)

where each~qpre
i;` (0; �) 2 Q for all times. This is obtained

by evaluating the known encoder mapŝi , which then allows
estimating all possible events through the event estimatorêi ;
then, the history set~qpre

i (0; �) of all predicted behaviors
are computed via a forward simulation of the controlled
dynamics set mapFi . The forward link tableL i is also
updated during this stage. During theupdate/matchingphase,
M h compares theuniquemeasured behavior~qmeas

i (0; �)
with all predicted behaviors and drops out the ones that are
not � -similar; this is obtained through the operationL i [k] ./ �

~qmeas
i (0; �) that returns the only links with matching

behaviors. Restricting the result to the set� i also allows
updating the discrete state set.

Finally, M h can determine an estimate of theoccupancy
of each(i; j )th topology, forj � � i , possibly including data
on the presence/absence ofA i -neighbor in each unknown
part � i;j n Vh ; it can also extend its own visibility mapVh

based on information inferred via the behavior matching
process. The strategy behind these two operations is as
follows. First, each(i; j )th component of the encoder map
si , for j � � i , is expanded as the binary sum of the known
encoder map̂si;j and the remaining unknown term, saypi;j ;
in formula, this is

si;j (qi ; I i ) = ŝi;j (qi ; I h
i ) � pi;j (qi ; I i ) ; (13)

where pi;j (qi ; I i ) = � q` 2 I i nVh 1� i;j (qi ) (q̀ ) conveys infor-
mation onI i n Vh , whose value is to be estimated. To achieve
so, assume that̂si;j is a priori predicted, while the setsh

i;j is
computed a posteriori during the update phase. Now recall
that, by construction,̂si � si and, for everys 2 sh

i , s � ŝi

(see the de�nition ofsh
i in (8)), and also note that, ifA i

is cooperative,s � si ; this implies thatŝi � si � s, with
s 2 sh

i , meaning that the available a priori and a posteriori
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Fagiolini et al. 11

estimates bound the real yet unknown value of the encoder
mapsi . Then, using (13), one can writêsi � ŝi � pi � s,
with s 2 sh

i and, directly inspecting all cases, the following is
obtained: for eachs = ( s1; � � � ; s� i + h i ) 2 sh

i , if sj = ŝi;j =
0, then it must bepi;j = 0 and the absence of anyA i -
neighbor in the non-visible part of the(i; j )th topology is
inferred; if sj = 1 but ŝi;j = 0 , then it must bepi;j = 1 and
the presence of at leastA i -neighbor in the non-visible part of
the(i; j )th topology is inferred; the case wheresj = ŝi;j = 1
is not informative, aspi;j can be either0 or 1, and adds no
information, sinceM h already knows about the existence
of an A i -neighbor in the(i; j )th topology justifying the
behavior ofA i ; �nally the casesj = 0 and ŝi;j = 1 is not
possible by construction.

From the two informative cases described above, it
is possible to obtain the occupancy estimates� h

i;j and
the components of the re�ned visibility map for each
(i; j )th topology. LetWi;j = � i;j (qi ) \ Vh be the portion of
the(i; j )th topology that is visible byM h . To begin with, the
occupancy estimate must contain the listI h

i;j = I h
i \ � i;j (qi )

made of the continuous states of allA i -neighbors that are
visible by M h . The case withI h

i;j not empty (and hence
ŝi;j = 1 ), does not allow, as said above, inferring information
on the non-visible part of the(i; j )th topology; accordingly,
the j -th component of the re�ned visibility map is set to be
the visible portion of the(i; j )th topology, i.e.,V h

i;j = Wi;j .
Instead, withI h

i;j being empty (and hencêsi;j = 0 ), two
sub-cases occur:�rst, if no further neighbor is inferred a
posteriori (sh

i;j = 0 ), the occupancy estimate must describe
the fact the non-visible part of the(i; j )th topology needs
to empty if A i is cooperative; second, if at least anA i -
neighbor is inferred a posteriori (sh

i;j = 1 ), the occupancy
estimate must describe the fact the non-visible part of the
(i; j )th topology needs to be occupied ifA i is cooperative.
In both cases, the occupancy estimate must contain the region
� i;j (qi ) n Vh , annotatedby the binary number�sj . Also, the
monitor's visibility is extended by setting thej th component
of the re�ned visibility component toV h

i;j = � i;j (qi ). All this
reasoning is encoded into thei th occupancy estimator map
� h

i and re�ned visibility mapV h
i .

Finally, the logic by which M h can determine the
cooperativeness ofA i , intuitively described in the previous
section, is made formal as follows. First,M h can extract,
from the forward link tableL i , the elements that contain a
behavior that is� -similar to the measured behavior~q, which
are obtained as�L = L i ./ � ~q. Then, if �L = ; , no explanation
exists and thei th agent is considereduncooperative;
otherwise, given �L = f ~qpre

i;` ; � pre
i;` ; �I i;` g` , M h needs to

check whether or not any estimated input set�I i;` can be
directly con�rmed by its own sensors; in the �rst case,
A i is certainlycooperative, while in the second case, it is
assumed to bepossibly-cooperative. These two last cases are
distinguished by veri�ed if�I i;` � [ j Wi;j . This reasoning is
encoded into theclassi�er mapCi described above.

4.4 Algorithmic description of the local monitor
From a procedural viewpoint,M h is organized as follows:

� Initialization Phase. The iteration step is set tok = 0 . M h

measures the instantaneous value of the continuous state
of A i and uses it as the �rst update estimateqpost

i (0) :=

qmeas
i (0); moreover, having no prior knowledge of thei th

behavior, the discrete state set is set conservatively to any
possible value, i.e.,� post

i [0] = � i .

� Prediction Phase. At the kth step, M h evaluates the
topology visibility checkvi and the known encoder map
ŝi using the latest value of the continuous stateqmeas

i (0)
and the partial input setI h

i ; this is obtained as follows:

vi [k] = vi (qmeas
i [k]; Vh [k]) ;

ŝi [k] = ŝi (qmeas
i [k]; I h

i [k]) ;

then, the set of predicted events is computed by using the
known encoder map asepre

i [k] = êi (ŝi [k]; vi [k]), which
allows computing the set of predicted discrete states

� pre
i [k] := � i (�

post
i [k � 1]; epre

i [k]) ; (14)

and, thereafter, the extended known input setÎ h
i = f I i;` g`

and the set of predicted cooperative behaviors (12); these
behaviors are obtained as the solutions, for all(� ` ; I i;` ) 2
� pre

i [k] � Î h
i , of the following ODE with initial condition

qi;` (0) = qpost
i [k]:

_qi;` (t) = f �
i (qi;` (t); � ` ; I i;` ) ; (15)

�nally, the forward link table L i is updated as the set
of all triples of predicted behavior~qi;l (0; �) , and related
discrete state� ` and extended known input setI i;` , i.e.,

L i [k] := f (~qi;l (0; �) ; � ` ; I i;` )g` :

� Update/Matching Phase. During this phase,M h tries
to match the measured behavior with any predicted
one and, if successful, updates the values of thei th
continuous stateqpost

i [k], the discrete state set� post
i [k],

and known encoder mapspost
i [k]; this is obtained through

the operations:

qpost
i (tk+1 ) = qmeas

i (tk+1 ) ;
� post

i [k] = Proj� i
(L i [k] ./ � ~qmeas

i (0; �)) ;
spost

i [k] = sh
i (spre

i [k]; � post
i [k � 1]; � post

i [k]) ;

in addition,M h computes the occupancy estimator map
� h

i and enlarges, if possible, the known visibility mapV h
i

as follows:

� h
i [k] = � h

i (spre
i [k]; spost

i [k]; I h
i [k]) ;

V h
i [k] = V h

i (spre
i [k]; spost

i [k]) ;

�nally, the behavior ofA i is classi�ed as follows:

Ch
i [k] = Ci (L i [k]; ~qmeas

i (0; �) ; f Vi;j g) :

� Moving to the next iteration. The iteration step is
incremented (k = k + 1 ), and the execution loops back to
the prediction phase.

5 Set-valued Consensus Protocols for
Socially-Agreed Classi�cation

This section moves on to describe howm local
monitors, M 1; � � � ; M m , operating on board different
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agents,A 1; � � � ; A m , can exploit intercommunication to
improve their classi�cation and reach asocially agreed
decision on the cooperativeness ofA i . This is especially
important when, as is usually the case, the individual monitor
M h does not have enough information to reach a certain
conclusion. Here, monitors becomenodesof a consensus
protocoland exchange information by transmitting messages
according to a communication graphGi . The graph depends
on the distance between the vehicles and not on whether the
vehicles can see each other or not, thereby thehth monitor
can obtain information even from a monitor it cannot see.
Exchanged messages are integral and authentic, i.e., their
content is correct, and the identity of the sending monitor is
guaranteed (cf. the discussion in the conclusion). Assuming
that each monitor/nodeM h shares with its communication
neighbors, orc-neighbors, the output of the locally assessed
occupancy estimator map,� h

i , the remainder of this section
discusses what operations and under what conditions enable
the design of each consensus node. The key symbols used
are summarized in Tab. 9 in Appendix E.

5.1 Design requirements for the consensus
A �rst requirement in developing the protocol is to

conform to the distributed nature ofP. Consequently,
the consensus protocol needs to be distributed, i.e., not
involve a centralized process, and be based on consensus
nodes that use only the information reconstructed by each
monitorM h or received from their c-neighbors. A common
approach in these contexts (Olfati-Saber et al. 2007) is to
design consensus nodes asiterativeprocesses that elaborate,
at every given consensus step� , a limited amount of
information. In particular, here, eachhth monitor/node is
assumed to have aconsensus stateX h 2 Pow(Q) that is
initialized with the latest estimate of the occupancy map, i.e.,
X h [0] = � h

i [k]; at every� , the node extracts the information
received in the messages of its c-neighbors, suitably updates
its stateX h [� ], and shares it back. This is performed up to a
maximum step�� , to be quanti�ed, and is intended to allow
all participating monitors to improve their classi�cation of
A i and to agree on a socially accepted decision. Moreover,
this decision should be the same as that of a hypothetical,
but not present, central process that uses all estimates,
� 1

i [k]; � � � ; � m
i [k], together. Note that� is a step-index that

is independent of the temporal indexk used in the monitor.
A second point to consider is related to theexistenceof

a centralized decision and the ability of the decentralized
consensus nodes to reach it through iteration. In this regard,
an estimate�� i of the occupancy of all(i; j )th topologies
is global if it is simultaneously based on the data,
� 1

i [k]; � � � ; � m
i [k], of all local monitors. A well-de�ned

centralized decision on the cooperativeness ofA i is obtained
only if a global estimate�� i is uniquely de�ned. This
requirement imposes conditions on the type of data to be
handled and the operation used to combine it, as clari�ed
qualitatively below. Regarding �rst the type of data, it is
worth noting that the outputs of the local monitors are
continuous sets in Pow(Q), and not of real scalars or vectors
as is typical in traditional consensus algorithms (Olfati-Saber
et al. 2007); therefore, aset-valuedconsensus framework
as in Fagiolini et al. (2015) must be adopted. Moreover,
with regard to the type of operation, the following should

be considered. Suppose that./ 2 is a binary operation used to
combine the estimates,� 1

i and� 2
i , obtained by two monitors

that are observing the behavior ofA i , i.e. suppose that
� 0

i = � 1
i ./ 2 � 2

i is a new estimate that is hopefully more
accurate than each� 1

i and � 2
i taken individually. Now, if a

third estimate� 3
i is available from another monitor, there

are at least six ways to de�ne a global�� i using the binary
operator./ 2; these estimates are:(� 1

i ./ 2 � 2
i ) ./ 2 � 3

i , (� 1
i ./ 2

� 3
i ) ./ 2 � 2

i , (� 2
i ./ 2 � 1

i ) ./ 2 � 3
i , (� 2

i ./ 2 � 3
i ) ./ 2 � 1

i , (� 3
i ./ 2

� 1
i ) ./ 2 � 2

i , (� 3
i ./ 2 � 2

i ) ./ 2 � 1
i ; other global estimates can

be found by associating a different order between the
parentheses, e.g., as� 1

i ./ 2 (� 2
i ./ 2 � 3

i ) and � 1
i ./ 2 (� 3

i ./ 2

� 2
i ). One way to overcome this ambiguity is to introduce

a ternary operator./ 3 which generates the output� 0
i = ./ 3

(� 1
i ; � 2

i ; � 3
i ). Although this reasoning can be extended in

principle for any number of input arguments, and it may
be assumed that each monitorM h is provided with all
the resulting operators, such a solution is not practical in
the present context. Indeed, each monitor/nodeM h has a
number of c-neighbors that varies over time and depends on
the communication range; if the operator to be used would
depend on this number, every monitorM h shouldalways
know the exact number of other nodes that are participating
in the consensus, in order to select the proper operator.
Unfortunately, this information is centralized and may be
unavailable due to regulation-based privacy restrictions.
Finally, this strategy would require all nodes to process
the estimates in the very same order and would generally
introduce more complexity in the node algorithm.

Another aspect also affecting the second point above is
the heterogeneity between theconvergence timesof any two
nodes/monitorsM 1 and M 2. Qualitatively speaking, the
time within which a node has enough information to build
a centralized estimate�� i is proportional to the maximum
number of hops required for all information to reach it. This
number varies widely from monitor to monitor and strongly
depends on its current visibility. Thus, it may be the case that
the stateX 1 of a monitorM 1 and those of all its c-neighbors
are converging to some value, while the consensus process
on a monitorM 2 is still in a transient phase. If no speci�c
property is satis�ed by the operator used by any monitor
to update its states, a phenomenon that may occur is that,
whenM 2 eventually converges,M 1 may have reverted to
another transient; this would lead to an undesirable, possibly
endless oscillation. One solution is to avoid the transient and
require all nodes to process all received estimates in the same
order, which again is a centralized solution. Conversely, it
is desirable that when a monitor/node and its c-neighbors
have reached the same value,� 1

i = � � � = � m
i , implying that

a consensus state is already forming locally, this value is
automatically kept inde�nitely.

The above issues fall within the general requirements of a
set-valued consensus algorithm Fagiolini and Bicchi (2013).
They are solved simultaneously if the merging of any two
occupancy estimates,� 1

i and� 2
i , can be obtained by a binary

operator./ satisfying the following properties:

• (idempotency) � i; 1 ./ � i; 1 = � i; 1, which ensures that
a consensus value that is established between any
monitor/node M h and its c-neighbors is maintained
inde�nitely;
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• (commutativity) � 1
i ./ � 2

i = � 2
i ./ � 1

i , ensuring that the
updated state of eachhth monitor/node is independent of
the order in which messages are received by it;

• (associativity) � 1
i ./ (� 2

i ./ � 3
i ) = ( � 1

i ./ � 2
i ) ./ � 3

i , where
� 3

i is a third occupancy estimate, guaranteeing that a
ternary operator constructed on any composition of./
gives the same result.

If the three properties hold, one can de�ne the unique and
global centralized estimate

�� i = ( � � � (( � 1
i ./ � 2

i ) ./ � 3
i ) ./ � � � ) ./ � m

i = ./ m
h=1 � h

i ;
(16)

where the compact form on the right-hand side is
unambiguous since the order in which each pair of input
arguments is combined does not change the output. Having
listed the properties of./ , its design will be discussed in the
next subsection.

A �nal aspect to consider is the uncertainty due to
imperfect synchronization between monitors and differences
in their measurement noises. A practical way to deal with this
uncertainty is to introduce aconsensus toleranceparameter
" . This is used to conservatively expand the extension of
all point measurements of the continuous states ofA i and
detectedA i -neighbors, as well as the occupied/free regions
of each (i; j )th topology. Precisely, each measured point
qm is replaced by a sphere of radius" centered atqm ,
while the boundaries of each free/occupied space in the
(i; j )th topology are lifted outward by a quantity" . This
is done by alifting map Lift(�) that will de�ned later." is
an accessible constant to be tuned based on simulation, as
discussed for the mismatch tolerance� used in the previous
section.

5.2 Technical explanation of consensus nodes
The derivation of thehth consensus node requires de�ning

the following few objects:

• A lifting map Lift(�) that, given an occupancy estimate
� i = f � i;` g` and a consensus tolerance" , returns the set of
the elements� �

i;` enlarged by a quantity" ; this is obtained
as:

Lift : Pow(Q) � R+ ! Pow(Q)
(� h

i ; " ) 7! f � �
i;` 2 Pow(Q)g; (17)

where� �
i;` is the sphere of radius" centered at� i;` , if � i;` is

singleton, or it equals the set� i;` after being lifted outward
by " , otherwise;

• An occupancy mergingmap that, given two occupancy
estimates� 1

i and� 2
i , generates a new occupancy estimate

� +
i , by applying for eachj th component the operator

./ : Z i � Z i ! Z i

(� 1
i;j ; � 2

i;j ) 7! � +
i;j ; (18)

with Z i = Pow(Q) � Pow(Q) � Pow(Q) � B, whose
description is detailed below.

Technically speaking, the reasoning behind the construc-
tion of a new and more accurate occupancy estimate� 0

i is as
follows. At any consensus step� , any two consensus nodes
have current estimates� 1

i and � 2
i of the occupancy map.

Recall that each� h
i = ( � h

i;j ; � � � ; � h
i;� i

) and eachj th compo-
nent is either of the form� h

i;j = f I h
i;j ; W h

i;j g, thus contain-
ing only known information, or� h

i;j = f I h
i;j ; W h

i;j ; �W h
i;j ; �sj g,

and thus also contains information deducted. Here,known
information refers to data that has been initially measured by
a local monitor or con�rmed in a previous merging of two
estimates, whiledeductedinformation refers to data that has
been inferred by a local monitor or through a previous merg-
ing of two consensus nodes' estimates but has not yet been
con�rmed by known data of any consensus node. Accord-
ingly, for the hth consensus node, eachI h

i;j is the known
input set of all visible neighbors that lay in the(i; j )th topol-
ogy,W h

i;j is the visible portion of the(i; j )th topology, �W h
i;j

is a non-visible portion of the(i; j )th topology where the
presence (�sj = 1 ) or absence (�sj = 0 ) of other robots is
required. In addition, to account for the different measure-
ment noise affecting each local monitor and the possible
incomplete synchronization between consensus nodes, each
continuous state�qh 2 Q , initially estimated by a monitor
M h , is mapped into a sphere�qh; � 2 Pow(Q), of radius"
and center�qh , which belongs toI h

i;j . This is done using the
lift map de�ned above.

Now, consider �rst the case where both estimates contain
only known information. Adopting a simpler notation here
for the ease of exposition, let the two estimates bex1 =
(I 1; W1) and x2 = ( I 2; W2), and let x+ = ( I + ; W+ ) be
the new estimate. To begin with, in the region visible by
both consensus nodes, i.e.W1 \ W2, any sphere�q1;� 2
I 1 has, by construction, a nonempty intersection with one
sphere�q2;� 2 I 2, and vice-versa; within that region, each
pair of such spheres can be replaced by their intersection
�q1;� \ �q2;� and included as known information inI + . Then,
in the subregionsW1 n W2 and W2 n W1, where only one
consensus node has visibility, all spheres�qh; � can only be
directly included inI + without any re�nement. Furthermore,
since both known regions of the two consensus nodes have
been used, the overall known area can be updated to their
union, i.e.,W+ = W1 [ W2.

As a second case, suppose now that the second
estimate also contains deducted information, i.e.,x2 =
(I 2; W2; �W2; s2); consistently, suppose also that the new
estimate has the formx+ = ( I + ; W+ ; �W+ ; s2). The known
information is treated as above. It is now essential to
understand what information can be extracted by combining
the known data of the �rst node with the deducted one of
the former. To this regard, such data may becon�rmed by
known data of the �rst consensus node,re�ned (thus leaving
again a deducted yet more precise information),discon�rmed
(hence also revealing an uncooperative behavior ofA i ), or
left invariant. These cases happen as follows:

• (s2 = 1 ) �W2 describes a region where the second node
has deducted the presence of a robot. First, one can try
to see if there exists at least one sphere�q1;� 2 I 1 that
belongs to �W2; if so (case1), the deduction is con�rmed
and the region�W2 can be safely removed as it is already
represented by the included sphere�q1;� , alsoA i can be
classi�ed ascooperative; if not, one can try to check if
�W2 is totally visible from the �rst node, which happens

when �W2 � W1; in such a case (case2), the deducted
information is discon�rmed by the known data of the
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�rst node, which also means thatA i is uncooperative; if
�W2 is not totally visible from the �rst node (case3), the

presumed robot may lay in the remaining hidden portion,
which is added to the new estimate as a deducted, yet
more precise, information through the smaller set�W+ =
�W2 n W1; �nally, if W1 \ �W2 = ; (case4), nothing can

be said and the deducted information is left invariant, i.e.
�W+ = �W2. In these last two cases,A i is classi�ed as

possibly-cooperative.

• (s2 = 0 ) �W2 describes a region where the second node has
deducted the absence of a robot. First, one can try to see
if there exists at least one sphere�q1;� 2 I 1 that belongs
to �W2; if so (case1), the deduction is discon�rmed and
A i can be classi�ed asuncooperative; if not (case2),
one can verify if �W2 is totally visible from the �rst
node, which happens when�W2 � W1, in which case the
deducted information is con�rmed and the region�W2 can
be safely removed as it will be included in the visible
region W+ = W1 [ W2; also, A i can be classi�ed as
cooperative; if �W2 is not totally visible from the �rst
node (case3), the absence of robots must still be satis�ed
in the remaining hidden portion, which is added to the
new estimate as a deducted, yet more precise, information
through the smaller set�W+ = �W2 n W1; �nally, if W1 \
�W2 = ; (case4), as above, the deducted information is

left invariant, i.e. �W+ = �W2. In these last two cases,A i is
classi�ed aspossibly-cooperative.

In all these cases, the new visible part is updated by including
the visible regions of both nodes, i.e.,W+ = W1 [ W2.
The other settings in which the �rst estimate also includes
deduced information, or both estimates do it, follow the
above discussion directly, noting that the same reasoning
appliesmutatis mutandis. This is encoded in the occupancy
merging map./ de�ned above. It is �nally worth noting that
./ is idempotent, commutative, and associative.

Having said this, all monitors that are trying to determine
whether or notA i is cooperative can become nodes of
a distributed consensus algorithm that allows them to
share information and reach a social agreement. More
precisely, given thei th communication graphGi (Wi ; Ei ),
whereWi = f 1; � � � ; mg is a set of vertices representing the
m monitors/nodes that are trying to classify the behavior
of A i , and whereEi is a set of edges that describes
the available communication links. Denote withdh;j the
distance between two verticesh; j 2 W i , i.e., the minimum
number of vertices to traverse in order to go fromh to
j or vice versa; denote withdiam(Gi ) the graphdiameter
being the maximum distance between any two vertices,
i.e.,diam(Gi ) = max h;j 2W i dh;j ; in addition, given a vertex
h 2 W i , the vertices which are connected via any sequence
of p edges are termed thep-hop c-neighbor ofh and are
described aswh (p) = f j 2 W i j dh;j � pg. Assuming that
Gi is undirected, i.e., any present link is bidirectional and
allows a monitor/node to send and receive messages from
another connected monitor/node, and isconnected, i.e., there
exists a multi-hop link connecting any two vertices inWi ,
the following result can be shown, the proof of which can be
found in Appendix C:

Theorem 2. Social agreement on the centralized occu-
pancy estimate. The collective consensus stateX =

(X 1; � � � ; X m ) initialized with the value(� 1
i ; � � � ; � m

i ) and
updated according to the iterative rule

X h [� + 1] = ./ ` 2 wh (1) X ` [� ] ; for � > 0; (19)

converges, in at most�� = diag(Gi ) steps, to the steady-state
value1m �� i of social agreement where�� i is the centralized
occupancy estimate obtained as in(16).

5.3 Algorithmic description of consensus
nodes

From a procedural viewpoint, the steps to be performed
are the following:

� Initialization Phase. Initialize the consensus step (� = 0 ).
Thehth monitor/node initializes its consensus stateX h [0]
with the occupancy estimate� h

i = f � h
i;` g` obtained via

(10), once it has been lifted by the consensus tolerance
" : this is done via the formula:

X h [0] = Lift (� h
i ; " ) ;

� Consensus Update Step. After incrementing the consensus
step (� = � + 1 ), the hth nodes updated its current
occupancy estimate� h

i [� ] using data received from its
c-neighbors; this is obtained by applying the following
formula:

� h
i;j [� + 1] = ./ ` 2 wh (1) � `

i;j [� ] ; 8j = 1 ; � � � � i ;

� Loop back. The execution loops back to the update step.

6 Autonomous Forklifts in a Warehouse

In this section, the case study of an industrial warehouse
is presented to show how the proposed methodology works.
Fig. 2 considersn autonomous forklifts moving products
from conveyor belts (source points) to storage stacks (storage
points). The industrial environment consists of a matrix of
cells and macrocells. Each cell is a square area accessible
by a single forklift at any one time, while each macrocell
is a corridor simultaneously accessible by several forklifts
moving in the same direction. Each forkliftA i is assigned a
path, which is a sequence of adjacent cells and macrocells
and which connects the sources to storage points. When the
paths of two forklifts intersect, each forklift must follow
a protocol Pi to avoid collisions cooperatively, thereby
priority to any forklift approaching from the right is given.
Speci�cally, when a forklift A j is approaching from the
right, A i must decelerate (D), or otherwise accelerate (A)
to a maximum speed ofvm . Forklifts have omnidirectional
sensors that measure the continuous states of neighboring
forklifts within a distanceRi .

6.1 Cooperation Protocol and Local Monitor
Explicit Derivation

The protocol is based on the following assumptions: 1)
the i th path consists of connected line segments, 2) thei th
forklift is initialized and always remains on the path, 3)
orientation changes of the path are executed instantaneously
on the spot by the robot, 4) thei th decoder mapui is
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Figure 2. Warehouse case-study. Five forklifts are supposed to cooperate as follows: forklifts A 0 and A 1 need to negotiate
entrance to the cells 123and 125; forklifts A 1 and A 2 for the cell 124; forklifts A 1 and A 4 for the cell 125; forklifts A 0 and A 4 for the
macro-cell f 125; 165; 205g.

independent of the continuous states of neighboring forklifts.
The �rst three assumptions allow a general dynamics map
to be considered for each forklift but reduce the required
maneuvers inPi only to two, which helps illustrating the
local monitor derivation; the fourth assumption implies that
no discretization scheme is needed.

The environment isQ = R2 � SO(2) � R. A generic
point in the environment is denoted asq = ( x; y; �; v ).
Referring to thei th forklift, the components ofPi and their
operation are as follows. Given the continuous stateqi =
(x i ; yi ; � i ; vi ) and a safety distancedi , the topology set is
� i = ( � i; 1) with

� i; 1 : Q ! Pow(Q)
qi 7!

�
qj (x � x i )2 + ( y � yi )2 � di ;

� �
2 � arctan

�
y � y i
x � x i

�
� � i � �

4

o
;

and the neighborhood isN i = � i; 1(qi ); the encoder map is
si = si; 1 with

si; 1 : Q � Q n i ! B
(qi ; I i ) 7! � q` 2 I i 1� i; 1 (qi ) (q̀ ) ;

the visibility map is

Vi : Qn ! Pow(Q)
(q1; � � � ; qn ) 7! f qj (x � x i )2 + ( y � yi )2 � Ri g;

with Ri > d i ; given the alphabet of eventsE i = f ei; 1; ei; 2g,
the encoder index set is� i = f 
 i; 1; 
 �

i; 1g, with 
 i; 1 = 
 �
i; 1 =

1, so that the detector map is

ei : B ! Pow(E i )

si 7!
�

ei; 1 if : si; 1 ;
ei; 2 if si; 1 ;

the discrete state set is� i = f A; Dg and the automaton is

� i : � i � Pow(E i ) ! � i

(A; ei; 1) 7! A ;
(A; ei; 2) 7! D ;
(D; ei; 1) 7! A ;
(D; ei; 2) 7! D ;

with initial state� 0
i = D; the decoder map is

ui : Q � � i ! U i

(qi ; A) 7! (� � (vi � vm ); 0) ;
(qi ; D) 7! (� � v i ; 0) ;

where� is a positive constant, and the dynamics map is

f i : Q � U i ! Pow(Q)
(qi ; ui ) 7! (vi cos� i ; vi sin � i ; ! i ; ai ) :

The controlled dynamics map is then

f �
i : Q � � i ! Pow(Q)

(qi ; A) 7! (vi cos� i ; vi sin � i ; 0; � � (vi � vm )) ;
(qi ; D) 7! (vi cos� i ; vi sin � i ; 0; � � v i ) :

and its solutionqi (t) = � f �
i
(qi [k]; � i [k]), for t 2 [0; �] , is

8
>><

>>:

x i (t) = x i [k] + F (� i [k]; t) cos (� i (0)) ;
yi (t) = yi [k] + F (� i [k]; t) sin (� i (0)) ;
� i (t) = � i (0) ;
vi (t) = V (� i [k]; t) + vi [k] e� �t ;

(20)

with F (A; t) = vm t + v i [k ]� vm

� � (t), F (D; t) = v i [k ]
� � (t),

V (A; t) = vm � (t), V (D; t) = 0 , and� (t) = 1 � e� �t .
Moreover, the construction of a monitorM h is based on

the following. The visibility check map isvi = ( vi; 1), with

vi; 1 : Q � Pow(Q) ! B

(qi ; Vh ) 7!
�

1 if � i; 1(qi ) � Vh ;
0 otherwise;

the known encoder map iŝsi = ŝi; 1 with

ŝi; 1 : Q � Q n̂ i ! B
(qi ; I h

i ) ! � q` 2 I h
i

1� i; 1 (qi ) (q̀ ) ;

the event estimator is

êi : B � B ! B2

(ŝi ; vi ) 7!
�

: ŝi; 1

ŝi; 1vi; 1 � : vi; 1

�
;
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and �nally the nondeterministic automaton is initialized with
the discrete state valuef A; Dg and its dynamics is

� i : Pow(� i ) � Pow(E i ) ! Pow(� i )
(A; ei; 1); (D; ei; 1); (f A; Dg; ei; 1) 7! A ;
(A; ei; 2); (D; ei; 2); (f A; Dg; ei; 2) 7! D ;
(A; f ei; 1; ei; 2g); (D; f ei; 1; ei; 2g);
(f A; Dg; f ei; 1; ei; 2g)

7! f A; Dg:

6.2 Performance Evaluation

The validity and performance of the proposed method-
ology have been evaluated in a representative industrial
warehouse. Assuming the average size of1:5 � 2 meters
for a forklift, which can be located in any orientation, it
is reasonable to assume that the warehouse layout consists
of cells that are twice the largest size of the forklift, i.e.,
4 � 4 meters. Then, let us suppose that the entire warehouse,
or a part of it, consists of a grid of40� 20 cells, leading
to an overall size of160� 80 meters. Also, suppose that a
varying number of �xed obstacles, such as storage points,
let accessible cells be limited to a number ranging from
30 to 70 percent of the total, which roughly equates to
120 to 280 free cells. A variable number of forklifts is
considered, out of which the �rst,A 0, misbehaves, and the
other ones (varying in number from two to ten) must try to
�nd it out as they move towards their destination. Precisely,
each forklift is assigned with a path of length10 cells and
initialized at the center of the starting cell, and must follow
P in order to avoid collisions when accessing shared cells
or macrocells; conversely,A 0 is programmed to stop upon
accessing the �rst shared resource, thus possibly generating
a (partial) deadlock. The other forklifts are assumed to run
their local monitors and possibly their consensus nodes. In
addition, given the large number of possible combinations,
several initial con�gurations have been randomly generated,
varying in density of free cells, number of forklifts/monitors,
and the activation or non-activation of consensus nodes, all
characterized by having at least one monitor in the vicinity
of A 0 and a forklift (possibly the same one) that must share
a cell/macrocell with it during the simulation run.

The methodology has been statistically evaluated in
terms of several metrics, by analyzing50 datasets that are
generated according to the following rationale: with regard
to the density of the environment, �ve different values
(30%, 40%, 50%, 60%and70%) representing the percentage
of free cells have been taken into account; with regard
to the number of forklifts/monitors, values from1 to 10
have been used. This leads to the50 datasets indicated
above. Moreover, each dataset comprises1024simulations
obtained using an equal number of randomly generated
initial con�gurations, characterized by the same value of
environment density� and number of forklifts/monitorsm.
Finally, a communication graphG0 is randomly generated
per dataset, with the only requirement to be connected.

As a �rst metric, thedetection success rateS1 has been
analyzed with respect to the various datasets. It should
be recalled here, as is implied by the theory, that in the
proposed approach, each robot is considered to be possibly
cooperative unless proven otherwise. Then, in this scenario,
the result of the classi�cation ofA 0 by any monitor can

either beuncooperative, when the monitor has suf�cient
visibility to discover the absence of another forklift blocking
A 0, or possibly-cooperativeotherwise. In order to measure
the improvement achieved by the exchange of information
among the monitors, the number of successes and failures
has been assessed both before and after the start of the
consensus algorithm: in the former case, detection is counted
as successful if at least one local monitor is able to discover
the misbehavior ofA 0, and unsuccessful otherwise; in the
latter case, it is counted as successful if the centralized
occupancy estimate�� 0, reached by all consensus nodes, leads
to a misbehavior discovery, and unsuccessful otherwise.

The results of the analysis are shown in Tab. 1, which
reports the average valuesSm

1 and standard deviationsSd
1

of the success rateS1 for each different dataset. A typical
simulation run withm = 4 monitors, density� = 30%, and
activated consensus nodes is graphically depicted in Fig. 3.
At least four notable trends can be extrapolated, three of
which concernSm

1 and one concernsSd
1 :

• Firstly, it can be seen that the average success rateSm
1

increases, for a constant value of the environment density
� , as the numberm of monitors increases. From an a
posteriori inspection of the simulations, it can be stated
that with a greater number of monitors moving in the
environment shared withA 0, it is more likely that at least
one of them is in the right con�guration to be able to detect
the misbehavior; in a sentence, the methodworks better
with more monitors;

• Secondly, it can be observed that the average success rate
decreases, albeit slightly, with increasing density. It can
be seen that the presence of more obstacles justi�es this
decrease and consequently also by the lower visibility of
the monitor; shortly, in a more object-rich environment,
the malfunctioning robot ismore likely to hide evidence
of its misbehavior;

• The third observed trend is related to the use of the
consensus algorithm and, thus, the sharing of information
among monitors. Besides con�rming that, as expected, the
average success rateSm

1 always increases when consensus
is activated, it occurs also that the increase is stronger
for larger values ofm. Furthermore, form � 3, a relative
decrease in the success rate continues to occur when the
density � increases, but this phenomenon is much less
present, in proportion, for larger valuesm; in a nutshell,
by social agreement in a more populated environment
gives the methodologyrobustness and ef�ciency;

• A �nal aspect concerns the standard deviation� E , which,
with or without the consensus activated, increases with the
density of the environment, i.e., the success rate deviation
of all simulations within each dataset from the mean value
is larger; however, it is important to say thatSd

1 decreases
as the number of monitors increases, thus demonstrating a
higherreliability of the methodology.

As a second step in the evaluation of the methodology,
the robustness against uncertainty due to a small model
mismatch, measurement noise, and partial desynchronization
between the monitors is assessed. To this end, it is interesting
to compare the two cases in whichA 0 is affected by
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(� = 0) ( � = 1) ( � = 2) ( � = 3)

Figure 3. Warehouse case-study. Typical run of simulation with m = 4 monitors and environment density � = 30% in which a
misbehaving forklift A 0 stops and causes deadlock. The hth row, for h = 1 ; � � � ; 4, refers to the hth forklift with its onboard monitor
and consensus node. The � th column illustrates the collective consensus state X (� ), with X (0) = � h

0 being the map initially
estimated by every M h , which graphically shows how the occupancy map is estimated and improved as the consensus step �
progresses. A blue circle indicates the current monitor, while a yellow/red circle on A 0 indicates if the classi�cation returns
possibly-cooperativeor uncooperative, respectively. It can be observed that all forklifts reach a social agreement on the
misbehavior of A 0 .

process and measurement noise but is cooperative in the �rst
case and uncooperative in the second; also, monitors are
affected by a small offset disturbing their synchronization.
To better highlight the possible performance degradation,
it is worth considering scenarios with a number of
forklifts/monitors and an environment density as in the
dataset best performing in the previous evaluation step, i.e.,
with m = 10 and � = 30%. Then, denoting withI4 the
identity matrix of order4, model mismatch, measurement
noise, and monitor desynchronization are, as common,
assumed to be described by Gaussian random signals, white
and zero-averaged, with covariance matrices given by� 1 I4,

� 2 I4, and � 3 I4, respectively, such that each� ` denotes
the 2-norm of the `th matrix. That is, all datasets with
uncertainty have been obtained in this way: the continuous
stateq0 is updated according to the modi�ed ODE_q0 =
f 0(q0; u0) + � 0;1, where � 0;1(t) is the model mismatch
signal, the measured behavior is~qmeas

0 (0; �) + ~ � 0;2(0; �) ,
where� 0;2(t) is the measurement noise signal, and the effect
of desynchronization occurs as~qmeas

0 (�j � 0;3j; � � j � 0;3j),
where � 0;3(t) is a time offset signal. Moreover, for the
sake of tractability, it is assumed in this evaluation that all
other forklifts move according to the nominal rules of the
cooperation protocol so that the effects generated by the
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Table 1. Warehouse case-study. Performance analysis with
respect to the number of monitors m, environment density � ,
and the activation of the consensus algorithm.

w/out consensus with consensus
m � [%] Sm

1 [%] Sd
1 [%] Sm

1 [%] Sd
1 [%]

1 30 9.7 3.2 - -
1 40 10.3 3.9 - -
1 50 9.1 2.9 - -
1 60 8.5 4.2 - -
1 70 8.2 3.6 - -
2 30 15.6 1.6 35.5 2.1
2 40 16.0 1.7 36.6 1.4
2 50 14.7 3.2 38.4 0.9
2 60 15.0 1.7 37.5 1.1
2 70 12.8 4.1 37.3 2.7
3 30 19.3 2.8 48.1 1.6
3 40 19.9 3.6 47.9 1.3
3 50 19.8 2.0 47.8 0.9
3 60 18.4 1.9 46.5 2.0
3 70 16.7 3.7 46.1 2.2
4 30 23.9 2.0 58.8 0.9
4 40 23.9 2.0 57.2 1.7
4 50 23.1 1.8 57.3 1.4
4 60 22.9 1.9 55.0 1.8
4 70 20.0 2.7 54.7 0.9
5 30 27.3 1.5 67.4 1.0
5 40 27.3 1.7 66.2 1.0
5 50 27.7 1.1 64.9 1.4
5 60 25.3 2.5 63.4 1.0
5 70 23.3 3.1 61.0 1.4
6 30 30.2 2.3 76.7 1.0
6 40 30.9 2.5 74.1 0.5
6 50 29.2 2.0 71.5 0.8
6 60 28.8 3.2 68.6 1.3
6 70 26.5 1.6 65.3 1.2
7 30 33.6 1.6 84.5 0.4
7 40 32.7 1.1 81.8 0.9
7 50 32.3 1.8 77.8 0.5
7 60 32.0 1.9 74.8 0.6
7 70 30.5 3.1 69.4 0.6
8 30 35.9 1.0 90.9 0.7
8 40 35.8 1.9 87.3 0.7
8 50 35.1 1.7 82.9 0.9
8 60 33.5 1.7 78.6 0.6
8 70 32.0 2.2 73.9 0.5
9 30 38.3 2.6 95.5 0.3
9 40 38.0 1.8 91.5 0.4
9 50 38.0 1.8 85.8 0.6
9 60 35.1 1.0 80.8 1.0
9 70 33.8 1.4 74.7 0.8
10 30 39.5 1.8 99.1 0.6
10 40 40.0 1.0 93.7 0.5
10 50 39.3 1.6 89.0 0.9
10 60 37.0 2.4 82.1 0.9
10 70 35.1 2.4 76.3 1.2

individual agentA 0 can be shown and that all monitors
measure the same noisy behavior ofA 0. As two further
metrics, the rateS2 of false uncooperative classi�cations,
in the �rst case, and the rateS3 of false cooperative
classi�cations, in the second case, i.e., the number of

simulations in whichA 0 is incorrectly classi�ed out of the
total of 1024 simulations in the dataset; the simulations
in which it is classi�ed aspossibly-cooperativeare not
considered as correct classi�cations. Finally, the evaluation
is carried out by varying� 1 2 [0:0025; 0:0100]with a step
of 0:0025, � 2 2 [0:033; 0:100] with a step of0:033, � 3 2
[0:33; 1:00], with a step of0:33, and using the tolerance
parameters� and" .

The results obtained are listed in Tab. 2 and Tab. 3. The
following interesting trends can be observed:

• Tab. 2 shows �rst that bothS2 and S3 increase with
the model error and the measurement noise, but the
latter has a much smaller negative impact on the
performance. In addition, it can be seen that increasing
the tolerance parameter� reduces, in general, the rate of
false uncooperative classi�cationsS2, but, at the same
time, increases that of false cooperative onesS3. Yet, the
increasing trend ofS3 is almost one order smaller than
the decreasing trend ofS2, which yields the nice property
whereby it is possible to increase� to the extent necessary
to reduceS2, but at the same time not have a large rate of
false cooperative classi�cationsS3, which are the riskiest
ones;

• Tab. 3 shows that both ratesS2 and S3 grow with
increasing desynchronisation between monitors, withS3

growing slightly less thanS2, although being still of the
same order. In addition, it should be noted that increasing
the consensus tolerance" reducesS2, but at the same time
slightly increasesS3. This reveals that synchronization
among monitors plays an important role since the more
consensus nodes are synchronized, the better the detection
system works.

All in all, this second part of the evaluation has shown
that proper tuning of the tolerance parameters� and" gives
robustness to the realized detection system, and also that an
end-user can focus only on determining these two constants,
which are suf�cient to collect the effects of uncertainty in a
macroscopic way.

6.3 Experiments on a Real Industrial Plant
As a �nal step, the effective implementability of the

warehouse cooperation protocolP and the distributed
misbehavior detection algorithm is demonstrated within the
control system of commercial laser-guided vehicles (LGVs),
produced by the Italian company Elettric80 S.p.A.; to this
end, a representative industrial plant is recreated where three
LGVs that move from starting cells, where virtual stretch-
wrappers are located, to �nal cells with storage points where
pallets are collected. Each LGV is characterized by the
dynamics mapf i of a unicycle robot and has a steering
low-level controller that allows it to keep on the path and
move at a desired speed, and that represents the decoder map
ui of the proposed approach; being a commercial vehicle,
the decoder is a black box implemented on a Beckhoff
TwinCAT3 platform. On top of it, a supervisory control
framework is available and is open to be programmed in C#
for high-level control of the vehicle. Using data from local
proximity sensors, laser measurements for triangulation, and
a WiFi connection to a base station, the supervisory control
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